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1 Quantum algorithms and complexity theory

We have made significant progress in four areas: the development of new quantum algo-
rithms; the development of new techniques for lower bounding the computational difficulty
of problems; the theory of quantum communication complexity; and the theory of quantum
interactive proof systems.

1.1 Quantum algorithms

With respect to algorithms, we have designed an optimal quantum query algorithm for
element distinctness [11], the problem of finding two equal elements in a collection of n ele-
ments. The algorithm uses quantum walks (quantum analogues of random walks) to perform
a quantum search in a novel way. This yields an improvement over previous quantum search
algorithms. Our approach has subsequently been used by Magniez, Santha and Szegedy to
design a quantum algorithm for finding cliques in graphs and by Burhman and Spalek to
design quantum algorithm for verifying matrix identities.

Using similar methods [13] we designed a quantum algorithm for the spatial search prob-
lem of finding a marked item among n items on a

√
n×√n grid.

We have also studied the problem of testing the commutativity of a black-box group
given by its generators. The classical complexity of this problem was first considered by Pak
in 2000. The straightforward algorithm for the problem has complexity O(k2), where k is
the number of generators, since it suffices to check if every pair of generators commute. Pak
presented a surprising randomized algorithm whose complexity is linear in k, and also showed
that the deterministic lower bound is quadratic. The linear upper bound on complexity may
also be obtained by applying Grover’s algorithm to locate a pair of generators that do
not commute. Using a quantization of random walks discovered by Szegedy in 2004, we
obtained a sublinear algorithm with time and query complexity in Õ(k2/3) (where the Õ
notation means that logarithmic multiplicative factors are omitted). This appears to be the
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first natural problem for which a quantum walk framework due to Szegedy has no equivalent
using other known techniques for constructing quantum algorithms, such as Grover search,
or the type of quantum walk introduced in [11]. (Conversely, for Triangle Finding, the
approach of [11] was more successfully applied. For this problem, Magniez, Szegedy and
Santha construct a quantum algorithm that uses recursively two quantum walks a là [11],
while the Szegedy quantization of walks seems to give a less query-efficient algorithm. The
problems of group commutativity and triangle finding thus give strong evidence that the
walks of [11] are not comparable to the ones of Szegedy.

We have also obtained [6] a new quantum algorithm for simulating the evolution of
sparse Hamiltonians (whose non-zero entries are given as a black box that computes them in
adjacency-list form). One application of this is an efficiency improvement in the simulation
of continuous-time quantum walk model that was introduced by Farhi and Guttman.

Amplitude amplification, one of the main techniques in quantum algorithms, is based
on the choice of certain complex numbers. In [105], we discuss the influence of the choice
of these numbers on the performance of the technique. We have a partial understanding of
the significance of these phases on quantum algorithms based on amplitude amplification. It
is interesting to investigate how these new finding are related to error-correction and other
models in which errors occur, and to widen the use of amplitude amplification.

Finally, in [145], we have shown how to make the quantum Fourier transform exact (with
consequences including making the discrete logarithm algorithm exact).

1.2 Lower bounds

We have developed two new versions of the so-called quantum adversary method. We have
used the first of them, the weighted adversary method [9], to solve an open problem about
the relation between quantum query complexity and the polynomial degree. It was well
known that the polynomial degree is a lower bound for quantum query complexity but it
was open whether this bound is optimal. We solved this problem by constructing an example
in which quantum query complexity is higher than the polynomial degree. We have used the
second of them to prove lower bounds for simultaneously solving many instances of quantum
search. These bounds are known as direct product theorems and are useful for studying the
space complexity of quantum algorithms.

In [108, 106], we discuss known techniques for proving lower bounds for quantum query
complexities. One main research goal is to extend these methods to new classes of partial
functions, an area in which we only few good lower bounds.

1.3 Communication complexity

We have explored the communication costs of problems with restricted communication struc-
tures. In some scenarios there are ways of conveying information with many fewer, even ex-
ponentially fewer, qubits than possible classically. Moreover, some of these methods have a
very simple structure—they involve only few message exchanges between the communicating
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parties. It is therefore natural to ask whether every classical protocol may be transformed
to a “simpler” quantum protocol—one that has similar efficiency, but uses fewer message
exchanges.

In previous work, we showed that for any constant k, there is a problem such that its k+1
message classical communication complexity is exponentially smaller than its k message
quantum communication complexity. This, in particular, proves a round hierarchy theorem
for quantum communication complexity, and implies, via a simple reduction, an Ω(n1/k)
lower bound for k message quantum protocols for Set Disjointness for constant k.

Continuing in this direction, we prove information-theoretic lemmas, and define a related
measure of correlation, the informational distance, that we believe may be of significance in
other contexts as well. We improve the lower bound on the tree version of pointer jumping
from Ω(n/k4) to Ω(n/k). For the pointer jumping function itself, we improve the bound
from Ω(n/22k

) to Ω(n/2k). One of the main tools, the Average encoding lemma based on
quantum Hellinger distance, has also lead to stronger relations between the communication
and the number of rounds required for Set-Disjointness (Jain et al). Other applications of
our methods include lower bounds for data structures in the well-studied cell probe model,
and privacy in communication.

We have made progress in the study of properties of “non-local” effects in quantum
mechanics, where local realism is violated. We sometimes refer to such effects as “pseudo-
telepathy”—when, in a multi-party setting, classical players need to communicate to per-
fectly perform some task whereas quantum player can achieve success with certainty without
any communication. We have made several contributions to this field. For example, we show
that pseudo-telepathy is not possible for two players if they do not share at least an entan-
gled pair of three-dimensional systems [37]. We also recast a scheme previously proposed by
Mermin into a more “information processing language” [36].

1.4 Quantum interactive proof systems

Within the past two years, we have made significant progress in our understanding of quan-
tum interactive proof systems. This progress is represented in the papers [150, 81, 144, 82, 51]
listed in the publications section.

The paper [150] proves that a fairly natural computational problem is complete for the
class QIP, which comprises those problems having quantum interactive proof systems. This
computational problem is essentially to determine whether two given quantum mechanical
processes are effectively the same or are different. This is an interesting fact because it gives
an alternate characterization of QIP that makes no reference to quantum interactive proofs,
providing further evidence that this is an interesting and natural complexity class. We hope
that this may also help to prove further results concerning QIP (for instance the closure of
QIP under complementation, or possibly the equality QIP=PSPACE).

The papers [81, 82] investigate the expressive power of quantum interactive proof systems
with two competing provers. In addition to establishing various relations among complexity
classes defined by quantum interactive proofs, this work led us to an interesting and funda-
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mental problem in quantum information, and to a solution to this problem. The problem
was to establish a relationship between the minimal trace distance between two given convex
sets of quantum states and the probability with which one can distinguish states drawn from
such sets. The relationship generalizes, in essentially an ideal way, a well-known relationship
that holds for the special case where each set consists of a single state.

Finally, the paper [144] proves various facts about quantum Arthur-Merlin games, which
are restricted forms of quantum interactive proofs. One of the main results is a method
for error reduction in so-called QMA protocols which avoids any increase in the number of
qubits that are communicated. This has interesting applications concerning the class QMA.

1.5 Future goals

There are still many unanswered questions about quantum interactive proof systems that
we plan to investigate. One of our main goals is to understand the power of multi-prover
interactive proof systems. Our work in [51] represents some progress in this direction, but is
primarily concerned with very restricted types of multi-prover quantum interactive proofs –
very little is known about the general case. Another goal is to understand the implications
of quantum information to zero-knowledge interactive proof systems. This issue has thus far
represented a difficult problem in theoretical quantum cryptography.

We will continue the work on quantum walks, in several directions. First, the element dis-
tinctness algorithm is a quite natural subroutine for constructing new quantum algorithms.
We will look at applying it to other problems. Second, we plan to study the mixing times of
quantum walks. Classically, several well-known polynomial time randomized approximation
algorithms (for example, the recent approximation algorithm for permanent or algorithms for
volume estimation) have been based on mixing times of Markov chains. We will investigate
the possibility of using quantum walks instead of Markov chains.

We will continue the work on the new variants of quantum adversary method. There is
a variety of problems for which new methods might be useful. Improving the best known
lower bound for AND-OR trees has been a longstanding open problem. The complexity of
several graph problems (such as finding a triangle, a clique or a perfect matching) is open
and both better algorithms and better lower bounds may be possible.

A very interesting and recent model for quantum computing is a model based only on
measurements. The model does not allow for unitary operations, only measurements. It is
known to be universal, but most computational aspects of the model are still unknown. A
research goal is to investigate these and find computational problems that are well-suited to
the model. We are interested in addressing what resources are required for efficient quantum
computations if only measurements are allowed, and find explicit problems that can be
computed efficiently in this model.

We are currently investigating the possibility that the class PSPACE is contained in the
class QIP(2) (two-message quantum interactive proof systems). We have made some progress
on information theoretically secure two-prover bit commitment. We are now investigation
the implication of our result on oblivious transfer. We are also studying the power of entan-
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glement under the assumption that P is different from NP—we might be able to show some
lower bound on entanglement in a symmetric state under those assumptions.

2 Quantum communication and information security

We have made significant progress in three areas: some new multi-party cryptographic proto-
cols that employ quantum information; new variants of quantum key distribution protocols;
and results about the cryptographic consequences of measure concentration.

2.1 Multiparty quantum communication protocols

Recently, a number of important results have shaken the world of two-party cryptographic
protocols in quantum computing scenario. After many years of negative results related to
Mayers, and Lo and Chau’s no-go theorem for quantum bit commitment, it is now con-
ceivable that two-party protocols may be accomplished securely in a specific scanario. In
particular, we recently showed [53] that in a scenario where two provers are involved it is
possible to construct a secure bit commitment even when quantum adversaries are involved.
The only drawback of this construction is that provers must be physically unable to commu-
nicate during the protocol takes place, and moreover they must never again be allowed to
communicate if they are proven to cheat the protocol. However, we have presented scenarios
where interesting goals may be accomplished under the assumptions outlined above.

While it is well-known that quantum bit commitment is impossible, we have studied the
possibilities for a weaker primitive known as quantum string commitment in [42]. The goal
is to allow one party (Alice) to “commit” to a secret string in such away the other party
(Bob) cannot learn the string until Alice agrees to reveal it. We show that this is essentially
impossible under the strongest definitions of security but could be achieved if a weaker but
still fairly robust criterion is used.

We have also generalized hiding of quantum information to the multiparty scenario. We
considered the task to distribute a state among n parties such that they all contribute to the
eventual recovery of the quantum data, but only some are physically together to do so. We
showed that if the largest group of get-together has at least k shares, they can decode for
the quantum state, but below that threshold value, the n parties cannot learnt much about
the hidden quantum state. This supplements results in quantum threshold secret sharing in
the LOCC setting.

2.2 Key distribution protocols

We have investigated a method is to use “decoy states” [137] to detect eavesdropping at-
tacks in quantum key distribution protocols. This permits a notion of unconditional security
(guaranteed by the fundamental laws of physics) and yet dramatically surpasses many ex-
perimental real-world performances reported in the recent literature.
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We also established results concerning the composability of quantum key distribution
schemes [22], showing that they are secure enough to be used along with any other application
provided an appropriate security criteria is chosen and be satisfied.

2.3 Cryptographic consequences of measure concentration

The one-time pad is perhaps the simplest and most basic cryptographic construction: two
parties can use a number of secret shared random bits as key to securely encrypt and decrypt
a message of the same length. An analogous construction exists in the quantum realm, with
the twist that the number of bits of key required to perfectly encrypt the message is now
twice the length of the message itself. Using a randomized construction exploiting measure
concentration in high dimensions, we showed that this extra factor of two disappears entirely
if tiny deviations from perfect secrecy are allowed. We used similar techniques to study the
cryptographic power of a shared Cartesian reference frame, a type of physical information
that cannot be established by any amount of discussion. Our main result was to find the
optimal way to use such a reference frame to send private quantum data which was three
times better than any previously discovered method.

2.4 Future goals

In the near future, we will investigate new applications to general two-party computations in
a two-prover setting. We will identify several two-party protocols that could take advantage
of our construction of a two-prover quantum bit commitment scheme. Moreover, our recent
results left open certain questions of composability of two-prover protocols. We need to
identify clearly the requirements of a quantum bit commitment scheme that is compatible
with the construction of a quantum oblivious transfer (as was proposed by Crépeau and
Kilian, and later proved secure by Yao). A somewhat similar investigation was realized in a
computational setting by [45].

More general considerations about two-party quantum protocols will also be a major
investigation. We currently know very little about two-party protocols on quantum data.
We hope to unveil a number of basic elements that we later may compose. We already know
how to commit to qubits if we have a primitive to commitment classical bits. Definitions
of appropriate notion of two-party quantum computations will be necessary to investigate
eventual protocol to securely achieve them.

We plan to apply decoy state protocols [137] to “open air” QKD, as well as to study the
security and practical feasibility of other quantum cryptographic and quantum communica-
tion protocols. If feasible, we will perform experimental demonstrations of those protocols.
Examples include secret sharing of quantum states, orthogonal-state quantum cryptography,
anonymous voting and surveying.
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3 Theory of quantum information implementations

We have made significant progress in two areas: the theory of quantum error-correcting codes
and fault-tolerant computation; and the study of specific physical technologies for building
quantum information processing devices.

3.1 Quantum error correction

All implementations of quantum information processing are likely to include errors in one
form or another. We have developed a methodology for quantum error correction for more
general types of noise than were previously known by using a new way of producing codes.
The rough idea is to “locate” the information not only in states but also in operators (i.e.
mixed states). This work [120] unifies error correcting and error preventing schemes into a
general framework which opens up a new way to make quantum information robust. (This
work was recently publicized in the journal Science in an article called “Teaching Qubits
New Tricks” in July, 2005.)

Also, the application of quantum error correction to quantum cryptography is an area
where we have recently made progress by showing that quantum error correcting schemes
can actually be applied with today’s technology [30]. In contrast with the case for quantum
computation, quantum cryptography requires only that certain individual states be prepared,
and it turns out that these can be reached with today’s technology when the information
is encoded in the polarization of the photons. The group of Pan in China is presently
implementing the simplest of the protocols.

We obtained much better understanding of various measurement-based models of quan-
tum computation, that have connections with fault-tolerant computation. The one-way
quantum computer model and the teleportation based model were derived from a single
conceptual tool [7, 50]. We improved on the efficiency for simulating the elementary circuit
operations in these measurement-based models. Subsequently, we also obtained a simple
analysis of fault tolerance and lower bounds on the error threshold in these models, and
proved that it is comparable to the circuit model in the so call graph-state model [8].

3.2 Physical models of quantum information

We have investigated a set of algorithms where the initial state is not a pure state but rather
a pseudo-pure one for a single qubit and a completely mixed state for the others. What has
been shown in the past is that there are algorithms that used this initial state which have no
known polynomial classical algorithms. This is a surprising fact because of the high mixture
of the initial state. One criticism of the work had been that these algorithms might not be
particularly interesting. In a recent paper we showed that they could be used to distinguish
between quantum systems whose evolution possess some symmetry (regular systems) and
those who don’t (chaotic system). In the last year we have succeeded in implementing one
of these algorithms in liquid state NMR.
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We have addressed the important question of whether the efficiency of single photon
generation can be enhanced by interferometry and postselection based on photon counting
[29, 28]. Although the fundamental question is still open, this work established the mathe-
matical foundations for treating the problem and established several theorems that can be
used to answer the question in full generality contingent on solving one outstanding question.

Our research on quantum fingerprinting has been important because quantum finger-
printing can be far superior to its classical counterpart, because it is an outstanding example
of quantum communication complexity, because of its amenability to experimental realiza-
tion, and because of its potential to be a primitive for quantum authentication and other
quantum information protocols [156, 157, 104]. Our goal is to make quantum fingerprint-
ing experimentally realization for few-qubit systems, which requires a theory of mixed-state
quantum fingerprinting. As quantum fingerprinting relies heavily on quantum measurement
theory, a significant effort is underway to create theories for measuring and for comparing
few-qubit mixed quantum states. In addition, we will collaborate closely with quantum
optics experimentalists to realize these states in the laboratory.

We have implementated, measured, and analyzed the noise on a specific prototype quan-
tum information processor [146, 167]. One important development from the analysis was our
observation that in the presence of a certain type of quantum noise (i.e., “incoherent noise”
due to uncontrolled variation of a classical control parameter), the standard QPT method
fails to yield a completely positive linear map (which is normally the most general allowed
quantum transformation) due to correlations in the errors associated with the input states
and the actual transformation. In [146] we developed a perturbative method of analyz-
ing the eigenvalues of the noisy transformation to measure the relative strength and other
signatures of the incoherent noise affecting the implementation.

In this recent work [111] we have shown that the implementation of a random unitary
transformation followed by its inverse gives an estimate of the overall noise strength affecting
the physical implementation. The important feature of this protocol is that it requires only a
constant number of experiments, and hence provides a useful alternative to quantum process
tomography, where the number of experiments increases exponentially with the number of
qubits.

3.3 Future goals

We wish to quantify the difficulty of maintaining the necessary reference frames for large
scale quantum computations. We expect (and hope) that the difficulty scales polynomially
in both the number of qubits and the number of gates, but wish to elucidate the techniques
used in algorithmic language, and quantify the complexities. We plan to investigate the
cavity QED model in detail, and expect our findings will apply to other implementations as
well.

We will further investigate and develop the mathematical tools for new error protecting
methods such as the one we have recently discovered but with focus on their application to
specific quantum information processing devices.
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We intend to develop pre-compilers, that are compilers and optimizers for implementing
quantum algorithms for using nuclear magnetic resonance technology.

Continuous variable quantum information processing works with strong fields of light and
may offer practical secure quantum communication beyond the reach of single- or few-photon
implementations. We will address important problems concerning security of quantum key
distribution with continuous variables, off-line resources for universal operations using only
gaussian operations, and quantum algorithms for continous variable quantum information
processing.

4 Quantum information theory and entanglement the-

ory

We have made significant progress in: the analysis of properties of entangled states; the
quantum analogue of quantum Shannon Information Theory; and the development of a
theory of pseudorandomness for quantum operations.

4.1 Entanglement theory

The paper [163] proves a fact about entanglement distillation that sheds some light on
the difficult problem of characterizing the class of quantum states that can be distilled
by physically separated parties that can communicate, but only classically. To say that
entanglement is distilled means that it can be converted from a possibly complicated and
noisy form into “useful”, near-perfect entanglement such as EPR-pairs that are used in
quantum teleportation and other protocols. Specifically, the above paper proves that there
exist rather peculiar states for which no useful entanglement whatsoever can be distilled
until the number of copies of the given state passes a threshold, after which entanglement
distillation is possible. This rules out some approaches to characterizing the states for which
distillation is possible that were previously considered.

4.2 Quantum Shannon Theory

The papers [165, 164] study various properties of quantum channels. The paper [165] proves
some facts about super-operator norms that were not known previously. Super-operator
norms are useful when describing certain properties of quantum mechanical operations, and
are closely related to some fundamental open question in quantum information theory. The
paper [164] gives a constructive proof of the existence of a quantum channel with a property
that is interesting in the context of corrected channel capacities.

We have continued our study of quantum two-way channels—bipartite quantum opera-
tions that can generate quantum and classical communication or entanglement between two
parties. In the unitary case, we have found the a tradeoff involving quantum backward and
forward-communication and entanglement in terms of that for classical communication [85].
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In the non-unitary case, we obtained some bounds on the forward and backward classical
communication tradeoff [49].

We have discovered new and better ways of communicating classical bits, quantum bits
and entanglement. Some highlights include the discovery that when the sender of a quantum
state is allowed to know which state she is sending, the famous teleportation protocol turns
out not to be optimal. There is an improved method of communicating that uses only half
as much quantum communication. Likewise, we have extended the well-known superdense
coding protocol to the transmission of quantum states, demonstrating that in the limit of
large messages, one ebit and one qubit of communication suffice to send a two qubit message.

In the past year, we have been working intensively on developing a theoretical foundation
for the understanding of networks of quantum processors communicating through a noisy
medium. This work has solved the problem of many senders sharing a noisy channel to a
single receiver and made substantial progress on the opposite problem of a single sender
communicating to many receivers. One of the major surprises has been the discovery that
quantum data can be used as “side information” to help decode other quantum data in
these scenarios. Various no-go theorems had suggested this would be impossible due to the
inherent fragility of quantum information.

The study of distributed processing in quantum mechanics invariably leads to questions
about the nature of entanglement and the resources required to transform a given state
shared between two or more parties into a different state. Our accomplishments in this area
include detailed necessary and sufficient conditions for one state to be convertible to another
using limited quantum communication. The problem was found to be equivalent to a natural
task in symplectic geometry, namely giving an explicit description of the “moment polytope”
for a particular Hamiltonian group action.

4.3 Pseudorandom quantum operations

We have explored various techniques for constructing “pseudo-random” quantum operations.
Several several recent papers, including [111], have proposed randomization protocols where
the implementation of a Haar-random unitary operator is assumed. However, the imple-
mentation of a Haar-random quantum transformation is extremely “hard”, in the sense that
the number of gates grows exponentially with the number of qubits. These considerations
have motivated recent studies of efficient methods for generating pseudo-random quantum
transformations, that have several features of Haar-random ones, but are efficiently imple-
mentable. In an important recent paper [112], we reported numerical and experimental
evidence suggesting that a “random circuit” (a sequence of randomly drawn gates) provides
an efficient method for generating adequately pseudo-random transformations. The analytic
features of the random circuit method were developed more fully in subsequent work [113],
which provided a framework for determining whether efficient random circuits are sufficiently
randomizing for any given task.
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4.4 Future goals

The problem of characterizing the class of states that can be distilled as discussed above has
been open for several years. One of our goals is to make further progress in better under-
standing the difficulty of this problem, with the hope of making progress toward resolving
it. We also plan to continue to work on properties of quantum channels and super-operator
norms in order to further develop the understanding of these objects.

We will continue the study of various communication protocols in the multiparty and
nonunitary setting. We will also finalize the results on the composability security of encryp-
tion key recycling using authentication.

We will work to determine the capacities of quantum channels or networks composed of
one or multiple senders, receivers, relay stations, and noise sources, to transmit quantum
states and to perform other tasks. Understanding the basic limitations of such networks
and designing protocols for achieving them could be a crucial precursor to building large-
scale quantum computers, many proposals for which consist of networks of much smaller
computers. I’ve already begun this effort, as described above, but a vast amount remains to
be done. Perhaps most pressing, distributing quantum information over large distances will
only be possible through the use of relay stations. Only rudimentary work has been done on
the problem thus far and major improvements over existing protocols seems possible.

Many basic results in quantum information theory rely on concentration of measure ef-
fects. The methods used to prove the results, from operator Chernoff bounds to estimates
of the concentration function for Riemannian manifolds, are beautiful but frequently get
applied in a frustratingly ad hoc manner. More importantly, potentially powerful gener-
alizations of existing results appear to be mathematically inaccessible at the moment due
to the inadequacy of the present set of tools. For example, the measurement compression
theorem, a fundamental building block of the theory of quantum information, nonetheless
suffers from a crucial deficiency in its current form: the protocol must be tailored to the
input states and, therefore, cannot be applied obliviously to arbitrary inputs. Freeing this
theorem from its dependence on the input would pave the way for a true asymptotic theory
of quantum operations. Ultimately, a single set of powerful tools should unify the current
disparate proofs of the basic theorems of quantum information and allow us to greatly extend
the theory.
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